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Canadian Context

On July 12, 2021, the HonourableFrançois-Philippe Champagne, Minister 
of Innovation, Science and Industry; the HonourableBill Blair, Minister of 
Public Safety and Emergency Preparedness; and the HonourablePatty 
Hajdu, Minister of Health introduced the National Security Guidelines for 
Research Partnerships. 

Å integrates national security considerations into the development, evaluation, and 
funding of research partnerships.

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships
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RESEARCH SECURITY RISKS ðGuidance from Government of Canada 

Å https://science.gc.ca/site/science/en/safeguarding-your-
research/general-information-research-security/what-are-risks

(Nov 2021)

Å Unwanted access and potential interference

Å Theft of research data

Å Loss of intellectual property, patent opportunities, and potential revenue

Å Legal or administrative reprisal

Å Loss of potential future partnerships

Å Tarnished reputation

https://science.gc.ca/site/science/en/safeguarding-your-research/general-information-research-security/what-are-risks
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RESEARCH SECURITY ðThe changing landscape of higher ed research

Since COVID (2020) the higher education sector has seen a significant shift in both the focus and effectiveness of 
threat actors

i. Cyber attacks are increasing at a minimum of 50% year-over-year; and Education and Research were 
measured in 2021 as the most attacked sectors

Ç Check Point Research: Cyber Attacks Increased 50% Year over Year - Check Point Blog

ii. There are professional threat actors who primarily target the education sector

Ç Universities and colleges cope silently with ransomware attacks | CSO Online

iii. Threat actor groups were responsible for 200+ major data theft/ransomware incidents in the US 
alone, in 2022.

Ç Ransomware Hit 200 US Gov, Education and Healthcare Organizations in 2022 -
SecurityWeek

iv. The education sector is regularly rated as one of the least effective sectors in managing 
cybersecurity risk

Ç 10 Concerning Stats About Cybersecurity in Higher Ed | CollegisEducation

This threat actor trend has accelerated in 2023, and the minimum costs - per incident - are currently $3-5 million

https://blog.checkpoint.com/security/check-point-research-cyber-attacks-increased-50-year-over-year/
https://www.csoonline.com/article/3690413/universities-and-colleges-cope-silently-with-ransomware-attacks.html
https://www.securityweek.com/ransomware-hit-200-us-gov-education-and-healthcare-organizations-2022/
https://collegiseducation.com/news/technology/10-concerning-stats-about-cybersecurity-in-higher-ed/
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RESEARCH SECURITY ðEarly Intersections in Canadian Research Admin

Å Impacts on university research: US Federal Agencies amended the Federal 
Acquisition Regulation (FAR) to implement Section 889(a)(1)(B) of the John 
S. McCain National Defense Authorization Act (NDAA) for Fiscal Year (FY) 
2019 (Pub. L. 115-232). https://www.acquisition.gov/Section-889-Policies
Å Prohibits executive agencies from entering into, or extending or renewing, a contract 

with an entity that uses any equipment, system, or service that uses covered 
telecommunications equipment or services as a substantial or essential component of 
any system, or as critical technology as part of any systeméunless an exception 
applies or a waiver is granted.

Å The statute covers certain telecommunications equipment and services produced or 
provided by listed entities.

Å Required an integrated approach in address (e.g. ORS, ITS, Financial Services, 
Procurement, Legal, etc.) to enable representation in US System for Award 
Management (SAM) 

Å Universities developed and shared best practices (e.g. control frameworks, 
methods to assess equipment, regular communication of requirements, etc.)

https://www.acquisition.gov/Section-889-Policies
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Canadian Developments

Å To ensure the Canadian research ecosystem is as open as possible and 
as safeguarded as necessary, the Government of Canada introduced 
the National Security Guidelines for Research Partnershipsto integrate 
national security considerations into the development, evaluation and 
funding of research partnerships.

Å Rollout in the NSERC Alliance Program; new programs periodically

Å Presented a Risk Assessment Form(RAF) òéto identify and assess 
potential risks that research partnerships may pose to Canadaõs 
national security as outlined in the National Security Guidelines for 
Research Partnerships and to develop effective mitigation measures.ó

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships/national-security-guidelines-research-partnerships-risk-assessment-form
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Risk Assessment Form -Section 1 òKnow Your Researchó

Å Questions include: -
Å Are you working in a research area that is related to: 

1) critical minerals, including critical mineral supply chains 

2) a research area that is classified within one of the critical infrastructure sectors of the 
National Strategy for Critical Infrastructure (e.g. Energy and utilities, Water, Finance, Safety, 
Food, Manufacturing, Transportation, Information and communication technology, 
Government, Health)

3) the use of personal data that could be sensitive

4) the development or use of large datasets that could be sensitive

5) goods or technology that are included on the Export Control List (ECL) of the Export and 
Import Permits Act (EIPA)

6) Research areas that may be considered sensitive or dual-use as listed in List 1 of Annex 
A of the National Security Guidelines for Research Partnerships (Note: list may be updated 
periodicallyin accordance with the evolution of technologies, the military and intelligence 
applications of technology, and national security imperatives)
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Risk Assessment Form -Section 2 òKnow Your Partner Organizationó

Å The purpose of this section is to assess whether your partner organization(s) could 
pose a national security risk by using the research knowledge, technology and 
intellectual property resulting from the research project.

Å From the RAF: òAnswer the following questions to the best of your ability by using 
information that is already available to you, your institution, or your partner 
organization(s), or that could be reasonably accessed through open sources. To 
further support transparency and openness, you are encouraged to consult your 
partner organization(s) when answering these questions.ó

Å Questions include: 
Å Are there any indications that your partner organization(s) could be subject to foreign 

government influence, interference or control?
Å Are there any indications that suggest a lack of transparency or unethical behaviourfrom your 

partner organization(s), that may impact the proposed research project?
Å Are there any indications that an individual(s) involved in the research project from your partner 

organization(s) could have conflicts of interest or affiliations that could lead to unauthorized 
knowledge transfer?

Å Are there any indications that as a result of this research project, your partner organization(s) 
will or could have access to your research institutionõs Canadian facilities, networks, or assets 
on campus, including infrastructure that houses sensitive data?
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Risk Assessment Form -Section 4 òRisk Mitigation Planó

Å The risk mitigation plan ensures that you identify the appropriate 
mitigation measures to reduce the likelihood of an identified security 
risk materializing, and/or to lessen the impact in case the identified 
risk materializes.

Å Additional information on risk mitigation can be found on the 
Safeguarding Your Research portal 
(https://science.gc.ca/site/science/en/safeguardingyour-research)

Å Guidelines and Tools to Implement Research Security (March 2023)

Å Mitigating Your Research Security Risks ðtraining, DMP, Cyber security, agreement on 
research finding use, etc.

https://science.gc.ca/site/science/en/safeguardingyour-research
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Risk Assessment Form -Section 5 òAdditional Requirementsó

ÅòBy submitting this Risk Assessment Form, the applicant on behalf of 
all co-applicants agrees that, to the best of their knowledge: 

Å The applicant(s) have not accepted and will not accept any offer of funding that 
is conditional upon the mirroring of their academic laboratory in, or the transfer 
of their academic laboratory to, a foreign country; and 

Å The source of funding and the value of the research project to the partner 
organization(s) has been communicated by the partner organization(s) to the 
applicant(s).ó
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National Security Guidelines for Research Partnerships: Guiding Principles

Å ά¢ƘŜ DƻǾŜǊƴƳŜƴǘ ƻŦ /ŀƴŀŘŀ ǊŜŎƻƎƴƛȊŜǎ ǘƘŀǘ /ŀƴŀŘŀΩǎ ǊŜǎŜŀǊŎƘ ŜŎƻǎȅǎǘŜƳ ƴŜŜŘǎ ǘƻ ōŜ ŀǎ 
open as possible and as safeguarded as necessary so it benefits Canada, Canadians, and the 
global good. The federal government and stakeholders in the research enterprise have a 
shared responsibility to protect the integrity of the research ecosystem and safeguard it from 
activities that undermine the foundational principles of openness, transparency, merit, and 
ǊŜŎƛǇǊƻŎƛǘȅ ǘƘŀǘ ǳƴŘŜǊƭƛŜ ǘƘŜ ǊŜǎŜŀǊŎƘ ŜŎƻǎȅǎǘŜƳ ƛƴ /ŀƴŀŘŀΦέ

Å Academic Freedom
Å Institutional Autonomy
Å Freedom of Expression
Å Equity, Diversity, and Inclusion

Å Freedom from discrimination is a fundamental and internationally recognized human right that is necessary for all 
aspects of the research enterprise.

Å Research in the Public Interest
Å Transparency
Å Integrity
Å Collaboration

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-
security/national-security-guidelines-research-partnerships

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships


Budget 2022 proposed to implement the 
National Security Guidelines for 
Research Partnerships fully, with $159.6 
million starting in 2022-23, and $33.4 million 
ongoing
$125 million over five years, starting in 2022-23, and $25 million ongoing, for the Research Support Fund to build 
capacity within postsecondary institutions to identify, assess, and mitigate potential risks to research security; and 

$34.6 million over five years, starting in 2022-23, and $8.4 million ongoing, to enhance Canadaôs ability to protect its 
research, and to establish a Research Security Centre that will provide advice and guidance directly to research 
institutions.

28 June 2023Research Security 18
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In development
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RESEARCH SECURITY ðSafeguarding Research at Canadaõs Universities

Å Universities are developing and sharing best practices to uphold global 
engagement, critical to competitiveness on the world stage, while 
safeguarding research from the potential risks in global research 
engagement

Å Upholding EDIA

Å Governance and Risk Frameworks

Å Strategic planning

Å Government engagement

Å Communication, Education and Knowledge Sharing

Å Network and Device Security

Å Innovation ðFit for Purpose Solutions



Contributed by Mike Matheson

SecureScholar.ca

A web application to help institutions evaluate research projects based on 
the risks identified in the National Security Guidelines for Research 
Partnershipsõ Risk Assessment Form.

Works by data mining millions of public records from a variety of sources.

Created by the U15, but being made available as a private Beta to U15 
and non-U15 institutions.

Actively being developed with a focus on building features based on 
institutional feedback.

21



Contributed by Mike Matheson 22

Quickly see how 
research topics 
relate to Know Your 
Research Risks in 
the National 
Security Guidelines 
for Research 
Security.



Contributed by Mike Matheson 23

Understand why a 
topic relates to a 
given research 
security 
consideration.



Contributed by Mike Matheson 24

Find organizations 
that are interested 
in the topic.



Contributed by Mike Matheson 25

Pinpoint the 
results you care 
about using filters.



Contributed by Mike Matheson 26

Answer arbitrary 
questions using 
advanced 
searches.
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SecureScholar.ca ðBeta Test Observations

SecureScholar.ca outputs specifically map to the security risk assessment forms required for 
(NSERC, +++) grant application submission, and are particularly useful in supporting researchers 
in considering connections between their areas of research and research areas that are sensitive 
or dual-use.

Upcoming developments are anticipated to significantly simplify due diligence in assessing 
partner organization(s) and their relevant affiliates. 

This innovation will greatly enhance capacity for research security assessment, and enable broad 
support for researchers toward better understanding how their research aligns with sensitive 
areas, as well as enable researchers to more readily identify partner connections needing 
attention or risk mitigation toward promoting research security.

Other Commercial Solutions

Kharon- risk data and software solutions powering compliance, risk management, 
investigations, and analytic operations. (https://www.kharon.com/#kharon-company) 

Strider - Intelligence Platform is a data as a service (DaaS) platform to deliver strategic 
intelligence specifically designed to visualize, manage, and respond to risks. 
(https://www.striderintel.com/) 

27

https://www.kharon.com/#kharon-company
https://www.striderintel.com/
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https://www.nserc-crsng.gc.ca/
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Research Security
NSERC & the Government of Canada

June 2023

Shawn McGuirk

Deputy Director, Research Security ïNSERC

https://www.nserc-crsng.gc.ca/
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What is Research Security?

¶ Maintaining openness to a maximum 

extent, with ethical & security safeguards

¶ Balancing national and global interests

¶ Accountability and responsibility for due 

diligence, research management, and 

research impacts

¶ Shared responsibilities between all 

members of the research community

¶ Collaboration and dialogue with all 

members of the research community

¶ Proactive efforts to address risks

¶ Adaptability to changing risks

¶ Proportionality between risk & response

G7 Common Values and Principles on 

Research Security and Research Integrity

https://www.nserc-crsng.gc.ca/
https://www.bmbf.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=3
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Å Research security actions protect the integrity of research, with emphasis on protecting against 

threats to national and economic security. This includes actions that protect against the theft and 

misappropriation of research, the unauthorized transfer of ideas, research outcomes, and intellectual 

property.

Å As a set of activities, research security encompasses:

¶ The identification of possible risks to research by states, militaries, and their proxies, as well as 

by non-state actors and organized criminal activity; and

¶ The activities that protect research inputs and processes, research outcomes, and intellectual 

property (including sensitive research and personal data) from interference & misappropriation.

¶ Identifying and mitigating risks often results in positive impacts, by protecting and promoting research 

integrity and trust. Appropriate and risk-targeted measures can enhance the foundations of academic 

freedom, research integrity, open science, transparency, and trusted collaborations for mutual benefit

¶ Disproportionate research security measures can lead to restrictions on scientific and academic 

freedom and openness (e.g., discouraging fruitful and positive collaborations). In worst cases, this 

can lead to racial profiling and may also erode the benefits of international collaboration. .

What is Research Security?

https://www.nserc-crsng.gc.ca/
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of contents
1. Canadaôs approach to research 
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https://www.nserc-crsng.gc.ca/
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Canadaôs 
approach to 
research 
security

https://www.nserc-crsng.gc.ca/
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Canadaôs approach to research security

Research security & the granting agencies ïtimeline 

ü 2018 ïThe Government of Canada (GoC)ïUniversities Working Group is created to share information 
on and coordinate actions to address foreign interference in Canadian research.

ü 2020 ïThe GoC-Universities Working Group publishes the Safeguarding Your Research portal; 
Ministerial statement tasks the federal granting agencies (NSERC, SSHRC, CIHR) and the CFI to 
review their policies to better integrate national security considerations into their activities.

ü Spring 2021 ïMinisterial statement tasks the GoCïUniversities Working Group to develop the 
National Security Guidelines for Research Partnerships (the NSGRP), in 90 days.

ü Summer 2021 ïMinisters release the NSGRP and apply them immediately as a pilot to NSERCôs 
Alliance grants program, for applications with private sector partner organizations. 

ü Spring 2022 ïFederal budget invests in further implementation of the NSGRP, in a federal Research 
Security Centre, and in support for research-intensive universities via the Research Support Fund.

ü Summer 2022 ïPublication of the G7 Statement of Principles on Research Security and Integrity.

ü Spring 2023 ïUpdate to the Agreement on the Administration of Agency Grants and Awards by 
Research Institutions; New ministerial statement requests new policy measures .

https://www.nserc-crsng.gc.ca/
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Canadaôs research ecosystem needs to be as open as possible and as secure as necessary, so 

that it benefits Canada, Canadians, and the global good. 

The Government of Canada, granting agencies, and research community have a shared 

responsibility to: 

Å Protect the integrity of our research ecosystem and to safeguard it from activities that undermine 

its principles of openness, transparency, merit, academic freedom, and reciprocity; and,

Å Ensure that research security measures (new and existing) do not lead to discrimination against 

or profiling of any member of the community.

Dialogue and collaboration between all parties in the research ecosystem is critical, so that we can 

adopt shared approaches and ensure that research security measures are: 

¶ Clear and consistent;

¶ Well understood and implementable 

by researchers and institutions;

¶Proportionate to the level of risk; and

¶Balanced with existing, shared commitments 

(e.g., to open science and EDI)

Canadaôs approach to research security

Key Principles

https://www.nserc-crsng.gc.ca/
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Safeguarding 
Science 
& 
Safeguarding 
Your Research

https://www.nserc-crsng.gc.ca/


n
s
e
rc

-c
rs

n
g

.g
c
.c

a

39

https://www.nserc-crsng.gc.ca/
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https://www.nserc-crsng.gc.ca/
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The National 
Security 
Guidelines for 
Research 
Partnerships

https://www.nserc-crsng.gc.ca/
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About the National Security Guidelines for Research Partnerships

The National Security Guidelines for Research Partnerships (ñthe Guidelinesò) were developed via the 

Government of Canada-Universities Working Group, to integrate national security considerations into 

the development, evaluation, and funding of research partnerships.

They Guidelines were established following a set of guiding principles:

The Guidelines recognize that:

Å Canadaôs research ecosystem needs to be as open as possible and as secure as necessary, so 

that it benefits Canada, Canadians, and the global good. 

Å The federal government and stakeholders across Canadaôs research ecosystem have a shared 

responsibility to protect the integrity of this ecosystem and safeguard it from activities that 

undermine its foundational principles of openness, transparency, merit, and reciprocity.

V Academic Freedom

V Institutional Autonomy

V Freedom of Expression

V Transparency

V Integrity

V Collaboration

V Equity, Diversity, and Inclusion

V Research in the Public Interest

The National Security Guidelines for Research Partnerships

https://www.nserc-crsng.gc.ca/
https://science.gc.ca/eic/site/063.nsf/eng/h_98256.html
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https://www.nserc-crsng.gc.ca/


n
s
e
rc

-c
rs

n
g

.g
c
.c

a

44

https://www.nserc-crsng.gc.ca/

